Defender Suite for Enterprise
January 2026

m365maps.com

Defender Suite

Defender for
loT - eloT
(5 devices)

Safe Sentinel
Documents Benefit

Attack Automated Compromised Teams Teams

Simulation Investigation Cavr?e‘ﬁ'sgn User Message Message
Training & Response Detection Entity Panel Quarantine

Threat Threat
Explorer Trackers

Defender for Office 365 Plan 2 Step-up

)" ccccccccccccccccas
\-------------'

Entitlement MFA Privileged Risk-Based

Acc_ess Management SULE I.D Registration Identity Conditional
Reviews . Protection .
(basic) Policy Management Access

Defender for App Defender for
Identity Governance Cloud Apps

Entra ID Plan 2 Step-up

e
cocccccccccccsccscscccca?

(
(]
(]
(]
(]
(]
(]
(]
(]
(]
(]
(]
(]
(]
(]
(]
(]
(]
(]
(]
(]
(]
(]
(]
(]
(]
(]
(]
(]
(]
(]
(]
(]
(]
(]
(]
(]
(]
(]
(]
(]
(]
(]
(]
(]
(]
(]
(]
(]
(]
(]
(]
(]
(]
(]
(]
(]
(]
(]
(]
(]
(]
(]
(]
(]
(]
(]
(]
(]
(]
(]
(]
(]
(]
(]
(]
(]
(]
(]
(]
(]
(]
(]
(]
(]
(]
(]
(]
(]
(]
(]
(]
(]
(]
(]
(]
(]
(]
(]
(]
L )

Defender for DI el Endpoint
Advanced Automated Vulnerability Attack

Hunting Investigations Cloud APPS
Integration

Endpoint . 6-Months
) Evaluation Threat
e L Detection & ) Searchable
Management Notifications Lab Analytics Data

(core) (suspended) ARSI

Defender for Endpoint Plan 2 Step-up

""" "cccccccsccsccsccca
‘-------------'

m365maps.com

Defender Suite


https://www.microsoft.com/microsoft-365/enterprise/office365-plans-and-pricing
https://www.microsoft.com/microsoft-365/enterprise/office365-plans-and-pricing
https://www.microsoft.com/microsoft-365/windows/windows-11-enterprise
https://www.microsoft.com/microsoft-365/windows/windows-11-enterprise
https://www.microsoft.com/microsoft-365/enterprise-mobility-security/compare-plans-and-pricing
https://www.microsoft.com/microsoft-365/enterprise-mobility-security/compare-plans-and-pricing
https://m365maps.com/
https://m365maps.com/
https://www.microsoft.com/microsoft-365/enterprise/office365-plans-and-pricing
https://www.microsoft.com/microsoft-365/enterprise/office365-plans-and-pricing
https://www.microsoft.com/microsoft-365/windows/windows-11-enterprise
https://www.microsoft.com/microsoft-365/windows/windows-11-enterprise
https://www.microsoft.com/microsoft-365/enterprise-mobility-security/compare-plans-and-pricing
https://www.microsoft.com/microsoft-365/enterprise-mobility-security/compare-plans-and-pricing
https://www.microsoft.com/security/business/microsoft-entra-pricing
https://www.microsoft.com/security/business/microsoft-entra-pricing
https://learn.microsoft.com/defender-office-365/attack-simulation-training-get-started
https://learn.microsoft.com/defender-office-365/attack-simulation-training-get-started
https://learn.microsoft.com/defender-office-365/air-examples
https://learn.microsoft.com/defender-office-365/air-examples
https://learn.microsoft.com/defender-office-365/campaigns
https://learn.microsoft.com/defender-office-365/campaigns
https://learn.microsoft.com/defender-office-365/threat-explorer-real-time-detections-about
https://learn.microsoft.com/defender-office-365/threat-explorer-real-time-detections-about
https://learn.microsoft.com/defender-office-365/threat-trackers
https://learn.microsoft.com/defender-office-365/threat-trackers
https://learn.microsoft.com/defender-office-365/address-compromised-users-quickly
https://learn.microsoft.com/defender-office-365/address-compromised-users-quickly
https://learn.microsoft.com/office365/servicedescriptions/office-365-advanced-threat-protection-service-description#feature-availability-across-advanced-threat-protection-atp-plans
https://learn.microsoft.com/office365/servicedescriptions/office-365-advanced-threat-protection-service-description#feature-availability-across-advanced-threat-protection-atp-plans
https://learn.microsoft.com/defender-for-identity/what-is
https://learn.microsoft.com/defender-for-identity/what-is
https://learn.microsoft.com/defender-office-365/safe-documents-in-e5-plus-security-about
https://learn.microsoft.com/defender-office-365/safe-documents-in-e5-plus-security-about
https://learn.microsoft.com/microsoft-365/security/
https://learn.microsoft.com/microsoft-365/security/
https://learn.microsoft.com/microsoft-365/security/
https://learn.microsoft.com/microsoft-365/security/
https://learn.microsoft.com/defender-endpoint/microsoft-defender-endpoint
https://learn.microsoft.com/defender-endpoint/microsoft-defender-endpoint
https://learn.microsoft.com/defender-xdr/advanced-hunting-overview
https://learn.microsoft.com/defender-xdr/advanced-hunting-overview
https://learn.microsoft.com/defender-endpoint/overview-endpoint-detection-response
https://learn.microsoft.com/defender-endpoint/overview-endpoint-detection-response
https://learn.microsoft.com/defender-endpoint/endpoint-attack-notifications
https://learn.microsoft.com/defender-endpoint/endpoint-attack-notifications
https://learn.microsoft.com/defender-endpoint/evaluate-microsoft-defender-antivirus
https://learn.microsoft.com/defender-endpoint/evaluate-microsoft-defender-antivirus
https://learn.microsoft.com/defender-xdr/threat-analytics
https://learn.microsoft.com/defender-xdr/threat-analytics
https://learn.microsoft.com/defender-endpoint/data-storage-privacy#how-long-will-microsoft-store-my-data-what-is-microsofts-data-retention-policy
https://learn.microsoft.com/defender-endpoint/data-storage-privacy#how-long-will-microsoft-store-my-data-what-is-microsofts-data-retention-policy
https://learn.microsoft.com/entra/id-governance/access-reviews-overview
https://learn.microsoft.com/entra/id-governance/access-reviews-overview
https://learn.microsoft.com/entra/id-protection/overview-identity-protection
https://learn.microsoft.com/entra/id-protection/overview-identity-protection
https://learn.microsoft.com/entra/id-governance/entitlement-management-overview
https://learn.microsoft.com/entra/id-governance/entitlement-management-overview
https://learn.microsoft.com/entra/identity/conditional-access/concept-conditional-access-conditions#sign-in-risk
https://learn.microsoft.com/entra/identity/conditional-access/concept-conditional-access-conditions#sign-in-risk
https://learn.microsoft.com/entra/id-governance/privileged-identity-management/pim-configure
https://learn.microsoft.com/entra/id-governance/privileged-identity-management/pim-configure
https://learn.microsoft.com/entra/id-protection/howto-identity-protection-configure-mfa-policy
https://learn.microsoft.com/entra/id-protection/howto-identity-protection-configure-mfa-policy
https://azure.microsoft.com/offers/sentinel-microsoft-365-offer/
https://azure.microsoft.com/offers/sentinel-microsoft-365-offer/
https://learn.microsoft.com/defender-endpoint/automated-investigations
https://learn.microsoft.com/defender-endpoint/automated-investigations
https://learn.microsoft.com/defender-endpoint/microsoft-cloud-app-security-integration
https://learn.microsoft.com/defender-endpoint/microsoft-cloud-app-security-integration
https://learn.microsoft.com/defender-office-365/quarantine-admin-manage-messages-files#use-the-microsoft-defender-portal-to-manage-microsoft-teams-quarantined-messages
https://learn.microsoft.com/defender-office-365/quarantine-admin-manage-messages-files#use-the-microsoft-defender-portal-to-manage-microsoft-teams-quarantined-messages
https://learn.microsoft.com/defender-office-365/teams-message-entity-panel
https://learn.microsoft.com/defender-office-365/teams-message-entity-panel
https://learn.microsoft.com/defender-cloud-apps/what-is-defender-for-cloud-apps
https://learn.microsoft.com/defender-cloud-apps/what-is-defender-for-cloud-apps
https://learn.microsoft.com/defender-cloud-apps/app-governance-manage-app-governance
https://learn.microsoft.com/defender-cloud-apps/app-governance-manage-app-governance
https://learn.microsoft.com/azure/defender-for-iot/organizations/concept-enterprise
https://learn.microsoft.com/azure/defender-for-iot/organizations/concept-enterprise
https://learn.microsoft.com/defender-vulnerability-management/defender-vulnerability-management-capabilities
https://learn.microsoft.com/defender-vulnerability-management/defender-vulnerability-management-capabilities
https://m365maps.com/
https://m365maps.com/

	Microsoft-365-Enterprise.vsdx
	Defender


